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2 CESG -Communications-Electronics Security Group

23 CPNI -Centre for the Protection of National Infrastructure

24 SOCA: Serious Organised Crime Agency
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Seizing of data and system in security crimes; Challenges and criteria
Abstract

Security crimes have a mixed nature from the point of view of the time of crime
behavior.The three-stage process of intelligence action, police action and judicial action
alternately includes criminal behaviors on the verge of occurrence, during occurrence and
after occurrence.With the computerization of crimes against national security, whether the
computer is the subject of a crime or a platform for the realization of traditional security
crimes, the importance of data and system seizure for three measures of intelligence, police
and justice is obvious; However, there are three major challenges facing data and system
seizure; First, to what extent can data seizure and the system for information action be used
for police and judicial actions. Second, to what extent the data seizure and the system
follow the principles stipulated in the Criminal Procedure Law. Thirdly, to what extent is
the seizure of the data and the system at the stage when the crime has not yet occurred or
is about to occur or is occurring, to what extent is it compatible with the principles of
criminal law and respecting the rights of citizens. The present article tries to explain the
challenges of data and system seizure in security crimes by descriptive and analytical
methods and to present the correct criteria for seizure. The findings of this research show
that the challenge of data and system seizure is a function of the characteristics of the
cyberspace, security attitudes towards the cyberspace, the nature of cybercrimes and the
role of judicial officers in the direction of judicial authorities in prosecuting security
crimes. In addition, the written solution is in line with compliance as much as possible with

the principles and criteria of data seizure on legality, proportionality and documentation.

Abstract: security crimes, cyber space, data and system seizure, Informational and judicial action
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